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Introduction

RDM+ (Remote Desktop for Mobiles) is a communication tool that gives you the unique
ability to connect to your desktop computer through the handheld and interact with it remotely.
With Remote Desktop for Mobiles you can not only observe the remote desktop on the screen
of your mobile device but perform different usual keyboard and mouse commands using instead
joystick or buttons of your handheld.

While using RDM+ you are able to send and receive mail, browse the Internet, edit files
copying, cutting, pasting documents from one folder to another and to do hundreds regular
things that you usually do sitting at your computer at home or in the office. The naturally and
transparent interface, simple navigation and the list of commonly used options compensate to
the full inconveniences of mobiles. On top of all this is the strong encryption algorithm that
guarantees the highest level of data transfer protection.

Main features of application

=  Compatibility with Windows 98/ME/NT4.0/2000/XP/2003/Vista;
= Both TCP/IP and HTTP protocols are supported;

= Ability to execute any console command (like ping, netstat, ipconfig) on your computer
very quickly getting a result to your handheld. For that you don't need to access desktop
of your computer. Additional history feature lets you to find and to re-send stored
commands;

= Time saving built-in option letting you to reboot or shutdown computer remotely, control
running applications and system services by one operation not being connected in remote
screen mode;

= Address book for saving computer numbers and logins for several desktops. In addition
you can specify the description of desktop that will help you to find needed computer in a
large list;

= Advanced security option for assignment of a password at client startup. Address book is
encrypted with this main password;

= Direct input mode — you can use the keyboard of your device for direct text input in
remote desktop applications;

= Full-screen view and zooming modes. In full-screen mode you can see the remote desktop
on the entire screen of your device. Zoomed mode lets you to enlarge desktop and to
scroll it to review all fragments in details;

= Desktop orientation feature letting you to turn desktop on your screen for more
convenient work with handheld;

= Setup options for choosing the default desktop pallet of connected desktop;

= NEW Virtual keyboard is now available for more quick and convenient work with text and
screen management.
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System Requirements

Supported devices:
The Remote Desktop for Mobiles client can be used on all devices which run Windows Mobile
2003 /2005 (5.0) / 6 OS.

Network reguirements for client:
The mobile device should support GPRS, EDGE or 3G technology. Also the operator of your

mobile network should provide you with one of these services. Make sure that your mobile
device has correct settings for the Internet access point (APN) for applications. I nternet APN
settings (which usually differ from WAP APN) you can get to know from your mobile network
operator.

Requirements for desktop part of software:
The desktop part of software (RDM+ Local Service) will work on any Windows-based PC with

minimal requirements to hardware resources. The desktop part will work on Microsoft Windows
98 / NT 4.0/ 2000 / XP/ 2003 / Vista. Some internal control commands will work only starting
from Windows 2000 / XP and higher. Most of internal commands use WMI (Windows
Management Instrumentation) functions for operating. We recommend installation of all latest
OS service packs and updates for correct work of the internal commands.

Security:
Remote Desktop for Mobiles works in encrypted mode where all data, screen images, mouse

movement and keys are encrypted by 3DES (Triple DES) algorithm with 128 bits key. The 3DES
key is generated by randomly each time at opening a session. This provides the most secure
remote access solution. Server on remote computer has a logging feature where all connections
are written to the log file.

Advanced security option lets you to assign main password at startup of the client. Without this
password no one can access your client address book. Address book is encrypted by main
password.
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1. Overview

RDM+ software is ideal remote access solution for those who wants to have a remote access
to the home or office computer but can't open a direct access to the computer for some reason.

In other words RDM+ is a hosted service made up of three components.
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Frst of them is special middleware (local service) is installed on the computer you want to have
access to, e.g. to your home or office PC that has always-on internet access. This computer
registers and authenticates itself in RDM Online Service (second component). Local service
initiates communication with server issuing HTTP requests (as usual Web browser) to check for
new connections. Mobile client, the last constituent in this chain, is installed on your mobile.

RDM Online Service provides the most secure access to remote computer. There is no need to
allow direct access to computer from Internet, punch holes through corporate firewall or make
any special router settings. It works with both dynamic and static |P addresses, network and
port address translation and firewalls that block incoming sessions.

RDM+ is launched on mobile. After connection to selected address RDM+ will send encrypted
request to the communication server. The RDM communication server is a matchmaker - it
listens to connection requests and mapping them to registered computers. When a match
occurs, the server opens session between client and remote computer and allows the client to
access the remote computer.
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2. Desktop part

RDM+ software consists of Desktop part (Local service) for remote computer and Client
module for your mobile device. To work with your computer from the mobile device, you
should install both these components.

The Desktop part of RDM+ software contains two main applications. It is the Local service
which waits for client connections and serves current connections and RDM+ Control Panel
which is intended for control of the local service. Only control panel has visual user interface.

At installation of RDM+ on your computer the system service calling RDM+ Local Service will
be installed and started automatically. You can find it in "My Computer" - "Manage" - "Services
and Applications" - "Services". This service will be started under "Local system" account by
default and with enabled option "Interact with desktop”. The Local service must have a local
system rights for properly work.

2.1. Installation

You should install the desktop part of RDM+ on all computers which you're going to use for
remote access. Run the installation executable file “rdmplus_wm.exe” and follow instruction of
installation wizard to completely install the product.

You can download this file from our site:

shttps://rdmplus.com/rdm/page.jsp?pr=rdm&p=rdm download

Note: For correct work of the local service, you should install this software with the account having
administrator privileges on the local computer. All previous versions should be removed before
installation.

Run the file on your PC and follow all required steps.

At the final stage of installation you will be prompted to fill out the form to register your
computer in RDM Online service. Please enter all necessary information and press “"OK” button
to finish the installation. If you are registering your computer for the first time, you should just
denote your name and valid e-mail address.

Note: Please specify existing e-mail address in registration form exactly. You will receive automatic
notification about registration to this email address. You should confirm or cancel your registration in
RDM Online Service, by choosing one of web links in this email. Without confirmation you can't be
connecting to the service in future.

RDM+ :: Register in RDM Online Service

Your computer should be necessarily registered in RDM Online Service. Please
specify your name and email address.

Your name:
ISmlth‘JDhn [T 1already have registered computer
Your email: nurnber in ROM Online Service, and I

wank bo assign it to this computer,

Srnithi@grnail. com
I J Enter Computer Identification Code:

Re-type email:

ISmith@gmaiI.cnm

Mote: The confirmation request will be sent to wour
email address. You should confirm wour registration

for the service, Please, make sure in accuracy of | |
email you denate, Zance Ik I
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If you're already registered in RDM Online Service and remember the CIC (Computer
Identification Code) given you at registration, please check the corresponding checkbox and
enter your Computer Identification Code.

Your computer’s code assigned after registration in RDM Service can be discovered if clicking on
the icon of RDM+ in system tray and choosing in pop-up menu Details item.

After the installation is finished Remote Desktop for Mobiles item will be created in the Windows
menu. Control Panel, Help and Uninstall shortcuts can be discovered if choosing Start /
Programs from the menu.

The icon of RDM+ control panel is also appeared on your taskbar. Local service is running right
after successful installation. After clicking on the Control panel icon a pop-up menu is displayed.
The information about your computer number can be discovered if you select the menu item
About.

Important! To be able to connect with your computer, you need to create a new account in
RDM+ Control Panel and to denote afterwards the same account in address book of the
handheld client. You can get more detailed information on this point at Account creation
section.

2.2. Display driver

RDM+ can use the video hook driver for fast and efficient notification of screen changes. The
driver uses a mirroring technology for the Windows OS family. It makes a mirror of the video
buffer memory inside local service memory. Using this technology eliminates use of the CPU for
intensive screen blitting, resulting in a big speed boost and very low CPU load.

The video hook driver will be installed and used with RDM+ software by default. But you can
disable this driver through RDM+ Control Panel or uninstall it at all. Without video hook driver
RDM+ will be capturing the screenshots in usual way for Windows OS using standard blitting
function.

You can completely uninstall the video hook driver without uninstalling RDM+ software. For
that, open the directory in which RDM+ software has been installed (the default installation
directory is "\Program Files\RDM+\" on a system disk) and run file "uninstall_driver.exe".

‘ Note: After uninstalling the driver, you should reboot your computer to complete uninstalling process.
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3. Control Panel Application

All control and settings parameters for the desktop part are performed through RDM+ Control
Panel application. The Control panel can be called up if clicking to the icon of RDM+ Control
panel on the task bar. You can use RDM+ Control Panel for checking the state of the local
service, control of current client’s connections, managing of accounts, setting parameters for
online service and setting the local service options.

Note: RDM+ Control Panel is the separate application. It is intended only for control of the local service.
All connections from the clients and connection to the online service is implemented in the local service.
You can stop the control panel, but the local service will continue work.

3.1. Settings

To make any Local service settings through RDM+ Control Panel, click on menu item Settings.
After changing any settings, you should save it and restart the local service.

RDM+ Control Panel :: Settings

[v Lonnect to online service at startup;

RDM Online server address:

|r|:|m 1.gpsed.com

Proxy
Status »
v Save log files. Last log files: |3IZI

Detail
ars | Disable video hook driver

Accounts

Connections
Interface language:

|English ﬂ

Settings
Dizable local service

About Iv Start Control Panel at system startup

2 oo Lw W 10:14 | Cancel

The following local service settings are available in given section:

= Connect to online service at startup

If this checkbox is marked with a flag RDM local service will connect to online service
automatically at start up. By default this option is marked.

= RDM online server address

The address of RDM online server can be specified in this string. Usually the address is already
denoted by default and you should not make any changes.

If in your local network the proxy server is used, you should specify the proxy settings before
connecting to RDM Online Service. For that, click the button "Proxy" and enter all required
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information. Details about proxy settings, you can get to know from your network
administrator.

= Save local service logs & Last log files

This option enables or disables storing of all local service operations in log files. In ‘Storing last
log files’ option you can define the quantity of log files which will be stored. Each new log file
will be created daily. Old log files will be automatically deleted to set free space for new logs.

= Disable video hook driver

The video hook driver will be installed and used with Remote Desktop for Mobiles software by
default. You can disable the work of this driver or uninstall this driver at all if any problems
occur with its work. Without video hook driver RDM service will capture screenshots in usual
way for Windows OS (uses BitBlit function).

= Starting Control Panel at system startup

When this option is enabled, an RDM+ Control Panel application will be starting at every system
startup and user logon. Control Panel application will be starting minimized and its icon will be
placed in system tray.

3.2. Account creation

To be able to connect with your computer, you need to create a new account in RDM+ Control
Panel and to denote afterwards the same account in address book of the mobile client. In order
to create new account, click on icon of RDM+ Control panel on your task bar and select
Accounts from menu:

Status »

Details
Accounts
Connections

Settings
Dizable local service

About

= L ) 10:14

An account section of control panel will open. Push Add button and enter the required
information into appeared form.

In the dialog window, you should enter a new user name and password. The user name must
be unique! The password will be masked by asterisks at entering and you should enter the
same password twice for confirmation.
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Note: The user name is case-insensitive. But the password is case-sensitive! In the address book of the
client module you should enter the password exactly as it was specified in control panel.
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