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2-step verification

Keep the bad guys out
of your account by us’
both your passworr’
your phone.
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1.Google FBEE7 TV —YaVhHERIRRICA VA —ILEN TN EEREFELET (QRI—F AFvo0k
HIC. Googles ¥ Barcode Scanner HBMMTA VAR I TINLELRHINELNEER),
2.7 7V —=2aVMERImRRICA VA M= SN TNVSCENHEER TEzL, PC TOD Rohos Logon Key D&%
EemhonFd,

o RHARD Rohos Logon Key v34 for Windows &1VAL—ILLET,

e Rohos Logon Zf&.[OTP F—DVOEREIEDIVILETS,

@ Rohos Logon Key s
Admin
the key Google Authenticator (OTP),USB flash drive is configured to login into (@ Help...
Windows. Manual passward entry as well as authentication Key are allowed for
login.Change password
= Setup authentication key Options
Setup your authentication device as an access Select the type of authentication device and 2-
key for Windows. Setup PIN code. Setup factor authentication policy.
smartphone
Setup OTP token Users and keys
2015¢ You can setup Google Authenticator or Yubikey Manage the list of registered users and
HOTP as a login method to your computer. . authentication devices.

o [Google FBEEI&:EIRL. [QRI—FERRIEVIVILET,
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Setup OTP taken et

P You can setup Google Authenticator or Yubikey HOTP as a login
N "] ethod to wyour computer. In order to log into Windows you will
need to enter OTP or OTP + Password.

User: Admin, Select user...
Setup the type of OTP authentication:
(] Google Authenticator TOTP Display QR code, Copy code

s
i

) Yubikey HOTP Copy secret key

(_) By Email or 5M5 : | |

s
i

__) Token secret key: | |

OTP refresh time:

Please enter the user Windows password (optional) :

View the log of created users...
OTP Settings...

| Disable OTPlogin | | Enable OTPlogin | | Cancel |

8 www.google.com
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F (OTP) £ THILETT,
o [OTP OHAVEEBCTRIRIVEDYYDLET,

BREFTT CTICORF RN D, HEFIHERN Windows PC DP7DEAF—ELTOFRENERZTCELBNES,

2FN. Google OTP Zffi& LiiERimRh . Windows PC OONJA UPOYIEEBRDTZHDT IR F—D L
IREEETBELNDITETT,

Login by One Time Password

Emergency Logon
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Google Authenticator

030 271

Igor@Lenovo

254734

Admin@W10
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CENDOMET , BELEEHTRRH. TNEND PC OAFIE. V81 L NAT—FOTFICRRENET ., D
VAL NAD—FOERICE. SAT—RFAABZEERED 30F 51— RRSNET , 30FZERERE.
FLWVRD - FRERSNET,

MO —ERBIELNEAIC

Windows ADOTA VI, HEFED Windows JSAT— F&E{FER LIzAi%E. Rohos Logon Key 74 1V%fE
AURAE (Google FBEEM OTP 1—F) EB0N L THITICENTEET,

Windows EREFZLNBATEEREDICTBIENICIE. Rohos D _ERZBIMEHZNCTILENRHNFT,

Rohos Logon Key #B&E. [ATYavIAZ1—%FER&. —Ehb, BEI-YV-ICE-EXBHMEE
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DD, QT4 VEICIE, T34 L ISNAT—RE Windows N\AD— ROBANBERENET , )TAT—FEF

TRRAJTAVTERLRBNET,
Options >

The list of configured 2-factor authentication methods:
u Google Authenticatar (OTF) [x], USE flash drive [x]

This action will occur when you withdraw your Key from computer:

“ | Mo action v|

Require two-factor authentication for selected users: [ 7] :
For Remote Desktop users W

Specify IP filter to disable 2FA for connections fromit:

| 121,
L] Require user to type Windows password along with a Key
] write log file for all authentication events [ Open ]
[] Block access ta USB drives 71
Setup Emergency Logon
More... | | 0K | | Cancel

A[TRTOI-Y-1EEIRUEEE. [(BRADTA VAT VaVv DR EEENT(CIT TS, REEITIC
LD, #EFIHADNFATELMGETE, Windows PC [CPDTEATEET,

Windows D= ERBMEFATIEERENNHLET , Windows FREFRYDATO 2EXMEFREIDGE. TV
"4 LINATD—F (OTP) & Windows /NAT—FOmEADAAINRERSNET, ZERZHTCoOTM1 V.

DEEENES, T7/AV—-(CETRHNE TR FHRIEN. HREOBENEREHFCEETIEND
WEIICLET,

JEE: Google FREAIZHRERME. EFIRKRESN T (CHOTHENMITESL, BEHHEANFTICBIVES.
Rohos Logon Key DRAOTAVHEENLOOT AV UNTELRLHBNFET, IVE1—4—NE—7 E—RTiEE
SN TWBIEETH. V81 L NAT—F (0TP) BNEREINET, CNITLD. AVE1-F—D)\wF TS
NBTEEHCIENTEET,

Yubikey HOTP E&FEZHHALT Windows OJ1VETIH &
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#EH] configuration slot M#3 Yubikey 2.0 & Yubikey Personalization Tool MHETT,

F9°. Rohos Logon Key DERXTEEXDLIICITHVET,

[AT2aIAZ1—h b, [Google authenticator (OATH)]ZZIRULET .

Setup CTP token

need to enter OTP or OTP + Password.

User: Admin, Select user...
Setup the type of OTP authentication:

. Yubikey HOTP Copy secret key

You can setup Google Authenticator ar Yubikey HOTP as a login
174 method to your computer. In order to log into Windows you wil

@] Google Authenticator TOTP Display QR code, Copy code

O By Emailor SM5 : |

() Token secret key: |

OTP refresh time:

Flease enter the user Windows password (optional) :

View the log of created users. ..
OTP Settings...

| Dissble 0TPlogin | |  Enable OTP login

Cancel

1. Rohos %BAZ.[0TP F=HYDEEEIEEIRLET,

Google Authenticator & Yubikey HBE(C PC [CAVAR=ILENTIVBI5E. [OTP AT VEENICT

B1&D)vOLET,

2. [Yubikey HOTPI%:&IRL ., [MFEX—EIE=10UvD 3L, DUvTR—RIC 20 )31 bD 163%3CF 5
HNIE—&nFEd, IE-LEMZFE—(L. £F2 Yubikey Personalization Tool CERALET,

3. [OTP AYAVEEMICTBIEDUYDLET,

Yubikey [ HOTP FREDLY YT EITVET,

Yubikey second slot (HOTP) ME%FEIC Yubikey Personalization Tool %{¥

Yubikey # PC [Cf& A L. Yubikey Personalization Tool Z#FAEFT,
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—
Yubico OT9 olmruot} Static Password  Challenge-Response  Settings  Tooks  About
Vubke '
Program in OATH-HOTP mode - Advanced
Configuration Slat
Select the configuration siot to be programmes
Configuration Siot 1 & Comfiguraton Slot 2 o
| Program Multiple YubiKeys Configuration Protection (6 bytes Hex) 73
Automazicaily program Yubieys when inserted {w-) unprotected - Keep it that way -
| Programming statss:
Pacamutar Geraraticn Scheme ©  Current Accens Code Slot s and 2 confioaned
Incremant lderttus; Reardomize Secrwet - New Access Code Firmware Yersion:
211
OATH-HOTP Parameters Serial Number
[ OaTH Token Identier (6 bytes) OM® Modhex, rest numenc - 7] Dec:  NA
ot TT 1) ¢+ Mt (4 « | 00 | 62463007 Generate MUT hex: A
HOTP Length w 3 Dages o Modhex: WA
Moving factor Seed Fooed zero =0 o Features Supported
Secret Key (20 bytes Hex) 121995 caBn ez 3107301 F3e3020b130F 1 | Genarate | @ | Yubico OTF v
——— 2 Configurabans v
Actions OATH-HOT? v
rwss Wrée Configuration btsom tu (rugrem your Tobotey = smlectect confgurmee et Static Pagsword v
Write Configuration Stop [ | Back Scan Code Mode v
— T T Challenge-Response X
sty Updatatie x
SO — —e — | wdef x
} = OATH Token 1dertfier Status Tmeztamo f
| 3 ccoosasessey Yubiray has besn succassfully configured 22.03.2013 0:43:28
|v2 wa Yubikey has been successfully configured 21.03.2013 12152:21 -
‘ ¥ 1 000050000000 Yubikey has bewn succssfully configured 23052018 12:40:07 y u b l c 0
L .

1. [OATH - HOTP]AZ1—O[Advanced (G¥#)IRAVEDUYDLET,

2. XD Configuration Slot ##IRULET ., TI4IL LTI, slot 2 HEHTT,

3. [HOTP Lengthlh® 6 [CERESNTHILERERLET

4. [OATH token Identifier]7 73V DF 190 %& 3T LET,

5. [Secret KeylfllC, JE—UIzWEDF—&DYyTR— FDOLEENFFFES (Ctri+A and Ctri+VH—
EEA,

2030 FENF—NMEEDF TN MG AT, Rohos Logon Key E#ZEIL. [USBF—DEREISNM7OY
NYDATEEIE-LET,

6. [Write Configuration]®DUvDLET,

CCETMETET. YubiKey slot 2 B, Windows O VICERTIEBNTEELE, PC ZEHIZEIL.
FOZFEME T Rohos Logon Key EBEIRUFT, I—YIL%E OTP J1—ILRICEEISE. Yubikey ZEIH
LUZET,

Rohos Logon Key | HOTP J—F. OATH EB#EFHN/LLEERICEX B ULTVET,
cc0062465807101069 F=ld
101069

ﬁwe*ﬂ'h\ ity nIEéﬂi?'o
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OTP J—FK%& SMS/A—)L CHHimRI(CE(E

Rohos Logon Key [&. Remote Desktop 1—H—ICxiLT. BEI—EHRZIEDFBERHEICLET , Re
mote Desktop D4 VEFIC. Rohos [FBEET, OTP J—FEI1—H—DEZEEFEAD SMS, FFA-)
TENET,

B=3FI =N ROFHEBLTVIRENHNET,

o BIE/EHBESOMCI-Y-0EFTEFEBENAANINTNS, FLEA-ILT RLARFASE

ncwadie

e Rohos Logon Key W' SMS J'—FJ14 H—EAFEEA—IVERICIOTERESN TS L
SMS H'—bIIAEI3 D OTP EEHEERTE

HEERH:

1. PowerShell v.3 Ll E (Windows 2012 R2 Ll E);

F7zl& Windows 2008 (7v77—bED)

2. ADUTRERTRII-DBERCHL TS,

AT BICIE, PowerShell ISE (x86)TC [Set—-ExecutionPolicy —ExecutionPolicy RemoteSigne
dIOYY FEZEITUET, PowerShell & PowerShell (x86) Ol A& EEEERTEITL, AVU—V
YAy MCRARSNBIVY FERITLET

3. SMS AyE—JEENEHD Y—FIN\—T14 SMS F—rI1M ¥ EEH—ER (HTTP AP

Rohos Logon Key %ZBiZE.[OTP F—DVDEREINDLIOTP FRE - 1EERLET,
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Google Suthenticator (T-OTP, HOTP) *

The list of OTP enabled users, Select user to review OTP settings

Twpe of OTP ar phone number:
| ¥ubikey HOTP Test delivery

QTP walidity timeout (sec):
| 150 |

Deliver OTP by Email or SMS:

| CkpDeliveryScript.ps1 | Edit

Edit script to specify email credentials or SMS gateway

Expart.. Impoart.. Log.. Ok, Cancel

1. [REIZDYYDU, OtpDeliveryScriptpsl J7PMIVERE, A=A TVaveiRELET A—ILAT
VavlClE, smtp H—N—  EERAT RLADA—ILT RLAEISAT— ROIERENSFENET,

£l OtpDeliveryScript - Notepad = [ = X
File Edit Format View Help

# (c) SafelKA SRL, http://rohos.com ~
# -
# OTP delivery script =
#

# To setup SMS delivery edit code where $NotifyBySms is used
# To setup Email delivery edit code where $NotifyByEmail is used
#

# Set the variables
$NotifyByEmail = $true
NotifyBySms = $false

# Email Settings

$SmtpServer = "smtp.gmail.com”
$SmtpPort = 587

$Smtplogin = "my_mail@gmail.com”
$SmtpPassword = "mypass12345”
$EmailFrom = "my_mail@gmail.com”
$Subject = "New OTP Login"

# save status/error into registry for calling process.
function SaveStatus($StatusText)

{

< m >

SMS EENHRFEICE. UTOXFIEFERALET,

$SmsGatewayUrl = “https://api.clickatell.com/http/sendmsg?api_id=xxxx&user=xxxx&password=xxxx

&to=$($AdUserName.telephoneNumber)&text=$($SmsNotificationText)”
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xxxx URL /$5A—A—H' SMS FO/{44— HTTP API URLICGZRICHARYA ALET;
S(8AdUserName.telephoneNumber) & $(§AdUserName.telephoneNumber) (T HF L ADUT M EGD
T.SHBIBER>HDFE

— &A% SMS EEY—ERD—H:

$SmsGatewayUrl = “https://api.clickatell.com/http/sendmsg?api_id=xxxx&user=xxxx&password=xxxx

&to=$($AdUserName.telephoneNumber)&text=$($SmsNotificationText)”

$SmsGatewayUrl = “https://api-mapper.clicksend.com/http/v2/send.php?method=http&username=x

xxx&key=xxxx&to=$($AdUserName.mobile)&message=$($SmsNotificationText)”

ERO—Ehol1-—Y-EER. FLRBEESILEA-INT FELAZAALT, [TAMEEIRIVZED )Y
DYBE.OTP - RERELLAEXTEETEET TR 0TP I-FDEIEIC gmail EERATIIHAE. ¢
mail DFRFET. [REMDVENTTVEHETTI]2TVICTIVEDNHDET .
https://https://support.google.com/accounts/answer/6010255%hl=ja

OTP #EAE A—Jb) DFRFEICEATHEFH

Remote Desktop AY MM SMS RIFEHZICT 3:

. win2012 - Remote Desktop Connection - o IEN

B8 Windows Server2012R2

Google EREEZEERALT Windows [COJM1V93FI R

o —ERFTAEHEALL. LNKEMDELY Windows FBEE
Windows AT —F& #EFiRROE A EOT M VRFICER
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e YubiKey Fld OTP (SMS &Ef5) (. FIAN=PYTrIIPHIFLICHEICLBIEEHIFE
ko
o Google FREIMNIHFE. AVE1—4—(CHEHKETILENBLDT USBR—FFRE
o Google FRL. YubiKey. t LIJEFIHRRDHEHEALEOT(V. WINHEEHEHEDETE
FAh'ETBE
o RYMNI-DEBENBEEDIAT—FOHEERLTOYM AR
o REBZEZRFSIT Windows Remote Desktop ADOHAVTHNLHNSL, 1—F—D—E. . F
W=7 AVN=VE- TR MTHEGRI-F-0HBE | FERGRIEA

Rohos Logon Key 4™ yO—F

CD7YTT—HME. Rohos Logon Key Z$x1—H—THNITER TRETEET, April v.3.0 PvFF—+
SNFHEBDET,

54 Android #EFiHAREF—ELTHER. Google FBEE. Rohos Logon Key. —ERFRBEF. Wi

ndows 8

2020 Copyright Tesline—Service SRL All rights reserved.
R X RDATYITH/OI—

www.shareEDGE.com


http://www.rohos.com/welcome-screen/rohos_welcome.exe
https://www.rohos.com/tag/android-devices-as-key/
https://www.rohos.com/tag/google-authenticatior/
https://www.rohos.com/tag/rohos-logon-key/
https://www.rohos.com/tag/two-factor-authentication/
https://www.rohos.com/tag/windows-8/
https://www.rohos.com/tag/windows-8/

